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IMosuTuka MHPOPMANMOHHOI 0€30ITACHOCTH
MyHMUIMTIAJIbHOTO 0I0’KETHOT0 00111e00Pa30BaATEIbHOI0 YUPeKIeHUS
«EJXyHMHCKAsl OCHOBHAasl 00111€00pPa30BaTeIbHAA IIKO0JI2»
IIaBJi0BCKOrO paiioHa AJTalCKOro Kpas

1. OoOuree moJjoKeHue

1.1.Hacrosimas nonutuka uHpopmaimonnoit 6ezonacHoctu MbOVY «Enynunckas OOILLD (nanee —

[TonuTuka) npeacrasisger coOOi TOKYyMEHT, B KOTOPOM ONpe/esieHbl TpeOOBaHUs K
MOJIb30BaTENSIM HH(POPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JAHHBIX, TOJKHOCTHBIE 00SI3aHHOCTH
U CTENEeHb OTBETCTBEHHOCTH coTpyaHKOB MBOY «Enynunckas OOILl», cBs3aHHBIX ¢
obpabotkoii [1]1H.

1.2.Taxoxe Ilonutrka onuceiBaeT paboThl o odecrieuenuto 6e3onacuoctu [1/1H, cocTaB cucTeMsr

3aIuThl epcoHanbHbIX JaHHBIX MBOY «Enynunckas OOLI» u ocHOBBIBaeTCA Ha CIEIYIOIINX
HOPMAaTUBHO-TIPABOBBIX U METOJANYECKHUX JOKYMEHTAX:

®enepanbHblil 3akoH oT 27.07.2006T. Ne152-03 «O mnepcoHaIbHBIX TaHHBIX Y,

[Tocranosnenue IIpaButenscrBa PO ot 01.11.2012r. Ne1119 «O06 yrBepkaeHun TpeboBaHMi K
3alUTe NEPCOHATBHBIX JaHHBIX IPHU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX
JAHHBIX.

«ITonoxxeHne 00 0COOEHHOCTSIX 00PabOTKH MEPCOHANBHBIX JAHHBIX, OCYIIECTBIIsIEMO 0€3
MCIIOJIb30BaHUs CPEJCTB aBTOMAaTU3aluN», yTBepkacHHoe [loctanoBienneM llpasurensctea PO
o1 15.09.2008r. Ne687;

«[TonoxxeHne o MeToax U crocodax 3amuThl HHGOpPMAIK B HHPOPMAIIMOHHBIX CHCTEMaxX
IIEPCOHANIBHBIX TaHHBIX», YTB. pukazoM @CTOK Poccun ot 5.02.2010r. Ne58§;

«TpeboBaHus K MAaTepHAIbLHBIM HOCUTEISIM OMOMETPUUECKUX MEPCOHATBHBIX JJAHHBIX U
TEXHOJIOTHSIM XPaHEHHsI TAKUX JAHHBIX BHE HH(OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX),
yrBepxkaeHHble [loctanoBnenuem IpaButensctBa PO ot 06.07.2008 1. Ne512;
HopmaTtuBHo-MeTonnueckne 10kyMeHTsl DesiepalibHOM CITy>KObI IO TEXHUUECKOMY U
IKCIIEPTHOMY KOHTpOII0 Poccuiickoit @enepanuu 1o odecrneuenuto 6e3omacuoctu 110 mpu ux
obpabotke B UCII/IH;

Konuenus nadopmarrionHoi 6e30nacHOCTH HHPOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JAHHBIX
MBOY «Enynunckas OOLI».

1.3.ITouTHKA CITYKUT OCHOBOM TS Pa3pabOTKU CHCTEMBI 3aIlIAThI IEPCOHATBHBIX JTAHHBIX,

JIOKYMEHTOB, perilaMeHTHPYIOMIHNX 003aHHOCTH MOJIb30BaTeNel HHPOPMAIIMOHHBIX CUCTEM,
MOPSITKOB 00paOOTKU MEPCOHATBHBIX JAHHBIX U MHBIX HOPMATHUBHBIX U METOJUYECKHIX
JIOKYMEHTOB.

2. Heau u 321244 MOJUTUKU HHPOPMAIMOHHOI 6€30NIACHOCTH

2.1.0cHoBHBIMU 1eiIMA TToUTUKA WD gaBistroTes:

-COXpaHeHUe KOH(PUICHIUATBHOCTH KPUTUYHBIX HH()OPMALIMOHHBIX PECYPCOB;



-o0ecreueHne HeMPEPHIBHOCTH JIOCTYIA K HH(POPMAIIMOHHBIM PECYpCaM IITKOJIHI;

-3aIlUTa LEeJIOCTHOCTU UH(OPMALMK C ENbI0 MOAAEP>KAHUS BO3ZMOXKHOCTH HIKOJIBI IO OKa3aHHI0
YCIIYT BBICOKOT'O KaueCTBA ¥ MPUHATHIO Y3PPEKTUBHBIX YIIPABICHUECKUX PEIICHHIA,

-TIOBBIIIIEHUE  OCBEJOMJIEHHOCTH  TIOJIb30BaTelied B O0JAacTH  PUCKOB, CBSI3AHHBIX  C
UH(OPMAIMOHHBIMU PECypCaMH IIKOJIbL;

-OIpe/Ie]ICHe CTENEeHH OTBETCTBEHHOCTH U OOSA3aHHOCTEH COTPYAHHUKOB IO OOECIEYEHHUIO
uH(GOPMAIIMOHHOK 0€30MIaCHOCTH B yIIPABICHHH.

-MOBbIIIEHUE YPOBHS 3(P(GEKTUBHOCTH, HENPEPHIBHOCTU, KOHTPOJIUPYEMOCTH MEp MO 3allUTe OT
peanbHbIX yrpos Ub;

-MPeIOTBPAILICHHE W/WIIA CHIDKEHUE yiepOa ot nHimaeHToB Ub. 2.2.OcHOBHBIMHU 3a1a4aMH
nonutuku Ub seisrores:

-pa3paboTka TpeboBanmii mo obecneuenuro Mb;

-KOHTPOJTh BBIMIOJTHCHUS YCTaHOBJICHHBIX TpeOoBaHM Mo obecnieuenuto Ub; -moseimenne
3¢ (HeKTUBHOCTH, HEIPEPHIBHOCTU, KOHTPOJIUPYEMOCTH MEPOIIPUSATHI 110 00ECTICUCHUIO U TIOIICPIKAHUIO
nBb;

-pa3paboTka HOPMATUBHBIX JOKYMEHTOB Il obecnieueHus: Mb mkomsr;

-BBISIBJICHUE, OLICHKA, MPOrHO3UPOBAHUE U MPEIOTBpalleHue peann3anuu yrpo3 Ub mkomsr;

-OpraHu3alys aHTUBUPYCHOM 3aIIUThl HH()OPMALIMOHHBIX PECYPCOB IIKOJIbI; -3alUTa
uH(OPMAIIUH IIKOJIBI OT HECAaHKIIMOHUPOBaHHOTO foctyma (panee- HCl) u yredku 1o TeXHHYECKUM
KaHaJaM CBSI3U;

- OpraHu3anus TEePUOJMYSCKON TPOBEPKU COONIOIeHUsT HH(DOPMAIIMOHHOW O€30MacCHOCTH C
MOCJICTYIOIIUM MIPEICTABICHUEM OTYETA MO PE3ysibTaTaM yKa3aHHOW MPOBEPKHU AUPEKTOPY IIKOJIBI.

3.  KouuenryajibHasi cxema obecnedeHusi HH(GpOPMAIMOHHOI §€30MaCHOCTH

3.1.Tlomutuka Wb mkombl HampaBjeHa Ha 3alIUTy WH(OPMAIIMOHHBIX PECYpPCOB (aKTHBOB) OT
yIpo3, UCXOAALINX OT MPOTHUBOIPABHBIX JAEHCTBUI 3710yMBIIUIEHHUKOB, YMEHbIIICHHE PUCKOB U CHI)KEHUE
NOTEHIMAJIHFHOTO Bpela OT aBapHil, HEMPEeTHAMEPEHHBIX OMMOOYHBIX NEHCTBUH COTPYAHHMKOB IIKOJIBI,
TEXHUYECKUX  CcOOEB  aBTOMATHU3MPOBAHHBIX  CHUCTEM,  HENPAaBUJIBHBIX  TEXHOJOTMYECKHX U
OpPraHU3aIMOHHBIX PEIICHWH B MpoIleccax IOUCKa, cOopa XpaHEHUs, 00paOdOTKH, MPEIOCTAaBICHUS |
pactipoctpaneHuss uHpopmanuu u obecrieuenne dPdexkTuBHOrO U OecrepeOoifHOro mporecca
NeSITETbHOCTH.

3.2. HanGonpluuMy  BO3MOXKHOCTSIMM JIJIsl HaHEeCeHHs yiiepOa obianaeT coOOCTBEHHBINH MepCcoHa
IIKOJIBI. PHCK aBapwii M TEXHMUECKUX COOEB B aBTOMATH3MPOBAHHBIX CHCTEMAaxX OIPEJENISICTCS COCTOSTHUEM
anmapaTHoro oOecmeueHus,, HaAJAEeKHOCTbIO CHUCTEM HHEProcHaOXKeHHs U  TEJICKOMMYHHUKAIWH,
KBaJTM(PUKAIMEH COTPYTHUKOB W MX CIIOCOOHOCTHIO K a/IEKBaTHBIM M HE3aMEUIUTENBHBIM JCHCTBUSIM B
HEIITaTHOM CUTYaIuH.

3.3.  Crpareruss  obecmeuernnss Wb mikomsl 3akimovaeTcss B HCIOJNB30BaHUM — 3apaHee
pa3paboTaHHBIX Mep MPOTHUBOJACHCTBUS aTakaM 3JI0YMBIIIEHHUKOB, a TaK)Xe MPOrPaMMHO-TEXHHUUECKUX U
OpPTraHU3aIMOHHBIX PENICHNUH, MO3BOJSIONINX CBECTH K MUHHUMYMY BO3MOXKHBIE TIOTEPU OT TEXHHYECKUX
aBapuil ¥ OMMOOYHBIX ACHCTBHI COTPYAHUKOB IIKOJIBI.

4. OcHOBHbBIE IPUHIMIILI 00ecnedenust HH(YOPMAIMOHHOM (€30IIACHOCTH

4.1.0cHoBHbIMU NpuHIIMTIaMH obecrieuenus Ub :

-IIOCTOSIHHBIN M BCECTOPOHHUM aHAIN3 aBTOMAaTU3UPOBAHHBIX CUCTEM M TPYAOBOIO IIpolecca C
LEJIBIO BBISIBJICHUS! YSI3BUMOCTH MH()OPMAIIMOHHBIX aKTUBOB LIIKOJIBL;

-CBOEBPEMEHHOE OOHapyX eHHe Mpo0IeM, MOTeHIUAIBHO CITIOCOOHBIX MOBIHUATh Ha Vb mikossl,
KOPPEKTHPOBKA MOJIEJIEH yIpo3 M HapyIIUTEIS; -pa3pab0TKa U BHEAPEHHE 3AILUTHBIX MED;

-KOHTPOJIb 3P PEKTUBHOCTH MPUHUMAEMBIX 3AIIUTHBIX MEp; -IEPCOHU(DUKAIUS U pa3/ieleHue
poJiei 1 OTBETCTBEHHOCTH MEXAY COTPYIHUKAMH LIKOJIbI 3a o0ecriedeHne Mb mkossl ncxoaur us
IIPUHIIAIIA IEPCOHAIBHON U €AUHOJINYHON OTBETCTBEHHOCTH 3a COBEPIIAEMBIE OIIEPALIUH.



5.00LeKThI 3aUTHI

5.1.00bekTaMu 3amMTHl ¢ TOYKU 3peHus Mb B ympaBieHUW SBISIOTCSA: -MH(POPMAIMOHHBIN TIpolecc
npodeCCUOHATBLHOMN 1eATeNbHOCTH; ~-UH(OPMAIIMOHHBIE AKTHUBBI LITKOJIBL.

5.2.3amuiaemas “HGOpPMAIHS AETUTCS Ha CIETYIOIINE BUIBIL:

- uHpopmManus 1o GUHAHCOBO-DPKOHOMHYECKON JEATEIbHOCTH IIKOJIBI;

- MepcoHajbHbIEC JaHHbBIE - JH00as nHPOpMaIUsl, OTHOCSIIAACA K ONPEAeIEHHOMY WIH OIpeleasieMOMY Ha

OCHOBaHUU Takoi nHpopManuu pru3nueckomy Juiy (CyObeKTy MepCOHANbHBIX JaHHBIX), B TOM YHCJIE €ro

damunus, UMs, OTYECTBO, T'OJl, MECSI, JaTa W MECTO POXKACHHUS, aapec, CEeMeHHOe, COLMaIbHOE,

UMYILIECTBEHHOE MOJIOKEeHKE, 00pa3oBaHue, mpodeccus, T0X0Abl, Ipyras HHPOpMaIHs;

- npyras uHpopMaIys, He OTHOCSIIASACS HU K OJHOMY M3 YKa3aHHBIX BBIIIE BHJIOB, KOTOpas OTMEYEHA

rpudom «/Jnsa cyxe6HOr0 noap30BaHus» WK «KoH(puaeHInaIbHOY.

6. Tpe6oBanus Mo HH(GOPMANMOHHOI 6€30MACHOCTH

6.1. B OTHOIICHUH BCEX COOCTBEHHBIX HWH(POPMALMOHHBIX AaKTHBOB MIKOJBI, AKTHBOB,
HaXOJALIMXCS IMOJl KOHTPOJIEM IIKOJIbI, a TaKXe aKTHBOB, MCIOJb3YEMbIX Js IOJY4YEHHs JOCTyNa K
UHPPACTPYKTYpPE IIKOJbI, JOJDKHA OBITH ONpEETieHa OTBETCTBEHHOCTh COOTBETCTBYIOIIETO COTPYAHUKA
IIKOJIBI.

Wudopmanus o cMeHe BIIAAETBIECB aKTHBOB, MX DPACHpPEICICHIH, U3MEHEHUAX B KOHOUTYpanuud u
UCIIOJIb30BAaHUM 3a MIpeesIaMH LIKOJIbI JOJKHA IOBOAUTHCS /10 CBEJICHUS HauyaIbHUKA MIKOJIbI.

6.2. Bce paboTsl B mpeaenax IIKOJIBI TOJHKHBI BBITIOJIHATHCS B COOTBETCTBHU C O(HUIIHATIHHBIMH
JOJDKHOCTHBIMU ~ OOSI3aHHOCTSIMU  TOJIBKO HAa KOMIIBIOTEPAX, pAa3pelIeHHBbIX K HCIOIb30BaHUIO B
yIpaBICHUH.

6.3. BHoc B 31aHMe U NMOMEUICHUS LIKOJIbI JIMYHBIX MOPTATUBHBIX KOMIIBIOTEPOB M BHEIIHUX
HocuTesnel nHdopMannu (IUCKU, TUCKETHI, (DIAII- KapThl U T.I1.), @ TAKXKE BBIHOC UX 3a MPEJENbl MKOIbI
IIPOU3BOJUTCS TOJIBKO IIPH COTIIACOBAHMHU ¢ aiMuHKCcTpaTtopoM JIBC.

6.4. Bcenannsle (koH(pUIEHIMATbHBIE WM CTPOro KOH(UACHIIHMAIbHBIE), COCTABISIOLINE
TallHy IIKOJBI M XpaHSIIMECS Ha JKeCTKUX JUCKaX IMOPTATHUBHBIX KOMIIBIOTEPOB, JIOJIKHBI OBITH
3amu@poBaHsbl.

6.5. PykoBonurtenu MOJpa3JeieHnid JIOJDKHBI TIEPUOJAMYECKH TepecMaTpuBaTh IpaBa
JIOCTYTIa CBOUX COTPYJHUKOB W JAPYTHX TIOJIb30BATENE K COOTBETCTBYIOIIUM WH()OPMAIMOHHBIM
pecypcam.

6.6. B uensix obecriedeHus: CAaHKIIMOHUPOBAHHOTO JOCTYyNa K HHOOPMAITMOHHOMY PeCypcy,
1000 BXOJ B CUCTEMY JOJKEH OCYIIECTBISATHCS C UCIOIB30BaHUEM YHUKAITLHOTO UMEHU IMOIh30BATENs
1 TTapOoJIsl.

6.7. Ilomb3oBarenu JOJKHBI PYKOBOJICTBOBATHCSI PEKOMEHAIUSMHU IO 3aIll[UTe CBOETO

napoJisi Ha 3Tare ero BbIOOpa M MOCIEeAYIOUIEro MCIOJIb30BaHMs. 3arpelaercss coodmarh CBOH mapoiib
JPYTUM JIMIaM WK NPEIOCTaBISATh CBOIO YUETHYIO 3allMCh JAPYTMM, B TOM YHCJE WIeHaM CBOEH CEMbHU U
OJIM3KUM.

6.8. B mporecce cBoeil paOoThl COTpYAHHMKH OOs3aHBI MOCTOSHHO HCIIOJIB30BaTh PEXHUM
"OKpaHHOM 3acTaBKU' C IMApPOJIBHOW 3alIUTON. PexoMeHayeTcs ycTaHaBiIMBaTh MAaKCHMAJIbHOE BpeMs
"mpocTos" KOMIBIOTEPA 1O MOSIBICHUSI SKPAaHHOW 3aCTaBKH HE J0JIbIIE 15 MUHYT.

6.9. Kaxplit coTpyqHUK 00s13aH HEMEIJICHHO YBeIOMHUTH aaMuHucTpaTopa JIBC 000 Beex cimydasx
IIPEIOCTABIIEHUS JOCTYIIAa TPETHUM JIMIAM K pecypcaM KOPIOPaTUBHOM CETH.

Joctyn TpeTpux Ul K HHGOPMALMOHHBIM CHCTEMaM IIKOJIBI JIOJDKEH OBbITh 00YCIIOBIIEH
IIPOM3BOJICTBEHHOIN HEOOXOIUMOCTBIO. B CBS3M ¢ 3TUM, MOPSIOK AOCTyNa K HH(OPMAIIMOHHBIM pecypcam
IIKOJIBI I0JIKEH OBITh YETKO ONpPENEIeH, KOHTPOIUPYEM U 3alUIIEH.

6.10. CoTpynHuKam, UCIOJNB3YIOIMIMM B paboTe MOPTATUBHBIE KOMIIBIOTEPHI IIKOJbI, MOKET OBITH
IPEJOCTaBIIEH YyJAJEeHHBIH JOCTYN K CETEBBIM pecypcaM IIKOJIbI B COOTBETCTBHUM C IpaBaMH B
KOPITOPAaTHUBHOM MH(OPMAIIMOHHOHN CHCTEME.

6.11. CotpynHukawm, paboTaroIMM 3a TpeieJIaMHi IKOJIBI C UCIIOJIb30BAaHUEM KOMITBIOTEPA,



HE NPHUHAUICKAIIET0 YIPaBICHUIO, 3aIPELIEHO KONHWPOBAHME JAHHBIX HA KOMIIBIOTEP, C KOTOPOIO
OCYILIECTBIISIETCS yJAJICHHBIN TOCTYII.

6.12. CoTpyAaHHKH, UMCIOIIME MPaBO YAAICHHOTO JJOCTyNa K HH(DOPMAIMOHHBIM pecypcam
IIKOJIbI, IOJIKHBI COOJIIOaTh TpeOOBaHNE, UCKITIOYAOLIEe OAHOBPEMEHHOE MOIKIIOYEHUE UX KOMIIBIOTEPA
K CETH ILIKOJIbI U K KAKUM-JTMOO APYTUM CETSIM, HE IPUHAJIEIKAILMM LIKOJIBI.

6.13. Bce koMmmbloTepbl,  MOJK/IIOYaEMble  IOCPEICTBOM  YAAJIEHHOTO  JOoCTyna K
UH(POPMALIMOHHOM CETH INIKOJBI, AODKHBI UMETh HPOTPaMMHOE OOECIIe€YeHHE AHTUBUPYCHOM 3alllUThl,
UMeEIoILee MOCIeAHNE OOHOBIICHHUS.

6.14. [ocryn k cetn MHTEepHET 00ecreunBaeTCsi TOJILKO B IPOM3BOJICTBEHHBIX LENSAX U HE MOXKET
MCIIOJIb30BAThCS JI1 HE3aKOHHOU JESTEIbHOCTH.

PexomennoBaHHbIE ITpaBHIIA:

- COTPYAHMKAM IIKOJIbI pa3pelaeTcs UCIOIb30BaTh CeTh IHTEPHET TONBKO B CIYKEOHBIX LIEIAX;

- 3ampeuiaercd IoceuieHue Jboro caiita B cetw  VIHTEpHET, KOTOPBIM  CUMTAETCS
OCKOPOUTENBHBIM JIIsI OOIIECTBEHHOIO MHEHHUS MM COJCPXKHUT MH(POPMALMIO CEKCYaJlbHOTO XapakTepa,
IpomaraHay pacoBOil HEHABHCTH, KOMMEHTapUH TI0 TOBOXY Ppa3IH4HUs/IPEBOCXOJCTBA IIOJIOB,
JUCKPEAUTUPYIOIINE 3asBICHUS UM UHbIE MaTe€pUaibl C OCKOPOUTEIbHBIMHI BbICKAa3bIBAHUSMH 110 TIOBOJLY
Ybero-mM00 BO3pACTa, CEKCYaIbHON OpHEHTAIlMH, PEIUTHO3HBIX WM TIOJIUTHYECKUX YOCKICHUH,
HaIlMOHAJILHOT'O IPOUCXOXKJICHHS UM HEeeCIIOCOOHOCTH;

- COTPYAHMKH LIKOJIbI HE JOJLKHBI MCIOJIb30BaTh ceTh MHTEpHET /1 XpaHEeHUs KOPIOPAaTUBHbIX
JTAaHHBIX;

- paboTa COTPYIHMKOB LIKOJIbI ¢ IHTEpHET-pecypcaMu JIOIyCKAETCs TOIBKO PEXKUMOM IPOCMOTpa
UH(POPMALINH, UCKITI0Yasi BO3MOXHOCTb Nepeadn HHPpOpMaIuK MIKOJIb B ceTh HTEpHeT;

- COTpyIHHMKAaM, MMEIOLUIMM JIMYHbIE YYeTHble 3alMCH, NPEJOCTaBJICHHbIE MyOINYHBIMU
IpoBaiijiepaMu, He pa3peliaeTcs Moab30BaThCs MU Ha 000py/10BaHUH, IPUHAJIEKAILEM YIIPABICHUIO;

- COTPYIHHUKHU ILIKOJBI MEpe] OTKPhITHUEM WM pacnpocTpaHeHHeM (aiiioB, MONy4yEeHHBIX 4Yepes3
ceTb MIHTEepHET, NOKHBI IPOBEPUTH UX HA HAJIMUUE BUPYCOB;

- 3ampeuieH JAocTyn B VIHTepHeT uepe3 ceThb WIKOJBI JJIi BCEX JIMI, HE SIBJISIOIIUXCS
COTPYJHUKAMH LIKOJIbI, BKJIFOYAsl YWIEHOB CEMBbU COTPYIHUKOB IIKOJIBI.

6.15. AmgmuHHCTpaTOp JIBC umeer mnpaBO KOHTPOJUPOBATH COJEP)KaHUE BCEro IOTOKA
UH(pOpMaLNK, MPOXOAIIEH yepe3 KaHal CBsA3U K ceTu MHTepHeT B 000uX HamnpaBlIeHUsX.

6.16. CoTpyAHHKHU TOJDKHBI TOCTOSHHO TTOMHHTH O HEOOXOJIUMOCTH OOeCTIeUeHUsT (PU3NUIECKOM
6e30macHOCTH 000pyI0BaHHUs, HA KOTOPOM XPAHUTCS HH(OPMAIIHS HIKOJIBI.

6.17. CoTpyaHUKaM 3alpelIeH0 CaMOCTOSTEIIbHO HW3MEHITh KOH(HUIYpalHIOo armmapaTHoro |
nporpaMMHoro odecneueHus. Bee usmenenus npousBoaut aaMuuauctpatop JIBC.

6.18. Bce xommbloTepHOE O00OpymOBaHHME (CEepBEphI, CTAlMOHAPHBIE ¥  IOPTAaTHBHBIC
KOMITBIOTEPHI), TepudepuitHoe o0opyaoBaHUE (HAampuUMep, MPHHTEPbl M CKaHephl), aKceccyapsl
(MaHUMYIATOPHI ~ THMA  "MBIIB', TIAPOBBIE  MAHUIYJAATOPHI, AuckoBombl s CD-muckoB),
KOMMYHHKAIIMOHHOE 000py/noBaHue (Harmpumep, (hakc-MOJAEMbl, CeTeBbIE aJlalTepbl U KOHIEHTPATOPHI),
JUISL LeJield HacTOosIIed MOJUTHKU BMECTEe MMEHYIOTCS "KoMmMmbloTepHOoe obopynoBanue". KommnbeiorepHoe
00opy/JI0BaHUE, MPEAOCTABICHHOE YIPABICHUEM, SIBISETCS €€ COOCTBEHHOCTHbIO M IpeIHAa3HAueHO JUIs
MCIIOJIb30BaHUS UCKIIOYUTEIHHO B TPOU3BOJCTBEHHBIX LIEIISX.

6.19. Kaxnabrit COTPYAHUK, TIOJTYYMBIINI B MOJIb30BAHNE MMOPTATUBHBIN KOMIBIOTEP, 0053aH
MPUHSTH HaJIeXkKalllie Mepbl 0 00eCIIEYeHHIO0 €T0 COXPAaHHOCTH.

6.20. Bce KoMIbIOTEpHI TOJKHBI 3AIIMIIATHCS TAPOJIEM TPH 3arpy3Ke CUCTEMBI, aKTHBAIIUU IO
ropsiuei KJIaBUIIU M ITOCIIE BBIXOJA U3 pexuMa "DKpaHHOU 3acTaBKH'. /[ yCTaHOBKM PEXMMOB 3aIlUThI
NOJIb30BaTeNb JIOMKEH oOparuthesi K agmuuuctpatopy JIBC. JlanHble He JOMKHBI  OBITH
CKOMIIPOMETHPOBAHBI B CIIydae XaJaTHOCTH WM HEOPEKHOCTH MNpHUBEALIed K MOoTepe 00O0pYAOBaHMSL.
[lepen yrunuzamueil Bce KOMIIOHEHTHI OOOpPYJOBAaHHUS, B COCTaB KOTOPBIX BXOJST HOCHUTENHU JaHHBIX
(BKJTFOUAss JKECTKHE JUCKH), HEOOXOAUMO TIPOBEPSATh, UYTOOBI yOEIUTHCS B OTCYTCTBHM Ha HUX
KOH(QHIICHIIMATIbHBIX JAaHHBIX M JIMIEH3UOHHBIX MPOAYKTOB. JIOMKHA BBIMOMHATHCA TPOLEAYpPa
(dopmatupoBaHus HocUTeNel HHPOPMALIUK, UCKIFOYAIOIIas BO3MOXKHOCTh BOCCTAHOBIICHUS TAaHHBIX.

6.21 ITpu 3aMUCH KakoW-mbo MH(pOpMAIMM HAa HOCUTENb Ui Mepefadd CyObeKTam,



Y4YacTBYIOUIMM B WH(OPMAIIMOHHOM OOMeHe, He0OXOIUMO YOEIUThCA B TOM, YTO HOCHTENb YUCT, TO €CTh
HE COACPKUT HUKAaKUX MHBIX JaHHbIX. IIpocroe mepedopmarupoBaHue HOCHTENsSI HE JAeT rapaHTHU
MOJTHOTO YAAJICHHS 3alMCAaHHOM Ha HeM MH(POPMAaLIUH.

6.22 [TopTel nepegaun gaHHbX, B ToM uumcie FDD wu CD nguckoBombl B
CTAlIMOHAPHBIX KOMIBIOTEPAX COTPYIHUKOB IIKOJBI OJOKHPYIOTCS, 32 UCKIIOYEHHUEM TEX CIydaeB, KOT/a
COTPYAHUKOM IOJIyY€HO pa3pellieHue Ha 3anuch aaMunuctpartopa JIBC.

6.23 Bcee IIPOrpaMMHOE  00€CIIEYeHUE, YCTAHOBIEHHOE Ha  IPEAOCTaBICHHOM
yIpaBJIEHUEM KOMIIBIOTEPHOM OOOPYIOBAaHUM, SBJSETCS COOCTBEHHOCTBIO IIKOJBI U JIOJDKHO
UCTIOJIb30BATHCS UCKITIOYUTEIBHO B TPOU3BOICTBEHHBIX HEIISX.

6.24CoTpyAHUKaM  3alpellaeTcsl yCTaHaBJIMBaTh Ha INPEJOCTABIEHHOM B  I10JIb30BaHUE
KOMITBIOTEPHOM 00OpYJOBAaHWM HECTaHJAPTHOE, HEIUICH3MOHHOE IPOrpaMMHOE OOECIIeYeHHE WU
IporpaMMHoOe oOecleyeHne, He MMEIolee OTHOLIEHUs K MX MPOU3BOJCTBEHHON nesTenbHocTH. Ecnu B
XOJIe BBIMIOJHEHHUS TEXHHYECKOTO OOCTYXKHMBaHUS OyIeT OOHAPYKEHO HE pa3pelIeHHOE K YCTaHOBKE
IporpaMMHOe oOecreueHue, OHO OyAeT yJIaleHo, a COOOLIeHHe O HapylleHWu OyneT HampaBiIeHO
HETIOCPEACTBEHHOMY PYKOBOJUTEIO COTPYAHUKA U TUPEKTOPY LIKOJIBI.

6.25 Ha Bcex mNOpPTaTUBHBIX KOMIBIOTEpPAX JOJDKHBI OBITh YCTAHOBJIEHBI IPOrpamMMbl,
HE0OX0AUMBIE /7Sl 00ecrieueH s 3aIuThl HHPOPMaIUu:

- IepCOHAJIbHBII MEXCETEBOM IKPaH;

- aHTHBHPYCHOE IIPOTPaMMHOE 00ECTICUeHHE;

- IporpaMMHoe o0ecrieyeHre NM(PPOBAHUS )KECTKUX JUCKOB;

- IporpaMMHoe o0ecrieyeHre HM(pPOBAHUS OYTOBBIX COOOILEHUI.

6.26 Bcee KOMIIBIOTEPBI, TOAKIIOYEHHbIE K KOPIOPaTUBHOW CETH, JOJKHBI OBITh
OCHAIIIEHbl CUCTEMOW aHTUBUPYCHOM 3aIlIUThI, yTBEPKACHHOM aamMuuuctpaTopom JIBC.

6.27 COoTpyIHUKH IIKOJIBI HE JTOJIKHBI:

- 0JIOKUpPOBATh AaHTUBUPYCHOE IPOTPAMMHOE 00ECTIEUEHHE;

- YCTaHaBIMBATh JPYroe aHTHBUPYCHOE MPOTPaMMHOE 00eCTIeUeHHE;

- W3MEHATh HACTPOUKH M KOH(PHUTYPALNI0 aHTHBHPYCHOTO MTPOTPAMMHOTO 00eCTieueHMsI.

6.28.25eKTpoHHBIE COOOILIEHHSI TOJIKHBI CTPOTO COOTBETCTBOBATH CTAHAAPTaM B 00JIaCTH JETIOBOM

TuKH. lcronb30BaHWe AJIEKTPOHHOW TOYTHI B JIMYHBIX LENAX He gomyckaerca. CoTpyaHHKam
3afpeaeTcs HampaBIATh KOH(PUICHIMAIbHYI0 HWH(GOPMALMIO IIKOJIBI MO 3JIEKTPOHHOW mouTe 6e3
MCIOJIb30BaHus cucTeM mudpoBanusa. CTporo KoHUAEHIMATbHAS HHPOPMALUS MIKOJIbI, HU MPU KaKUX
00CTOATENBCTBAX, HE MOJUIEKHUT NEPEChUIKE TPETHUM JIUIAM IO JIEKTPOHHOU HOoYTe.
6.29. Hcnonw3oBanue COTPY/HUKAaMH IIKOJBI IyOJHMYHBIX TOYTOBBIX SIIUKOB JIEKTPOHHOM
MOYTHI OCYIIECTBIISIETCS TOIBKO MPU COTVIACOBAHUU C OTBETCTBEHHBIM 3a oOecrieueHre 6e30MacHOCTH
uHpopmanuu JIBC npu ycnoBum npuMeHEeHUs] MEXaHU3MOB MU (YPOBaHUSL.

6.30. CoTpyZHUKH IIKOJBI JUIi OOMEHa JOKYMEHTaMHM JOJDKHBI HCIIOJIBb30BaTh TOJBKO CBOM
opUIIMATBHBIN apec JIEKTPOHHON TOYTHI.

6.31. CooOmieHusi, mepecbulaeMble MO 3JIEKTPOHHOM IMOuTe, MPEACTaBISIOT CO00M MOCTOSIHHO
UCTIOJIB3yEeMBI HHCTPYMEHT ISl JIEKTPOHHBIX KOMMYHHKAIIHHA, IMEIOIINX TOT JK€ CTAaTyC, YTO U MMHChMa H
(bakcUMHIIBHBIE COOOILICHUSA. DJIEKTPOHHbIE COOOIIEHUS MOJUIeKAT TaKOMY K€ YTBEPKICHHIO H
XpaHEHHIO, YTO U TIPOYNE CPENICTBA MMChbMEHHBIX KOMMYHHKAIIHHA.

B nensax npenorBpaiieHust omMOOK MpU OTIPaBKe COOOLIECHWH MOJIb30BATENN Tepesa OTIPaBKON
JIOJDKHBI BHUMATEIHHO TPOBEPHUTH MPABHIBHOCTh HANMCAHWS MMEH M aJpecoB Tojydareneid. B cimydae
MOJyYEeHUsI COOOILIEHMs JIMIIOM, BHUMAHHUIO KOTOPOTO 3TO COOOIIEHHE HE MpeaHa3HAuyaeTcs, TaKoe
cooOmieHne HEeoOXOJUMO TMEeperpaBUTh HEMOCPEICTBEHHOMY TIoydaTento. Eciu moiydeHHas TaKuM
o0Opa3oM wuH(OpMAIUS HOCHUT KOH(PHIEHIHMAIbHBIA XapakTrep, 00 3TOM CleqyeT He3aMeUIUTEIbHO
npouHpopmupoBath aaMuHHCTparopa JIBC. OTmpaBuTens 3JIEKTPOHHOTO COOOIICHUS, JTOKYMEHTa HIIA
JIMII0, KOTOPOE €ro MepeaipecoBBIBACT, JOJDKEH YKa3aTh CBOE UM U (haMHIIUIO, CITY>KEOHBIH agpec U Temy
CO00IIIeHUS.

6.32. He nomnyckaercs npu ucnoiab30BaHus AJIEKTPOHHOM MOYTHI:

- pacchlIKa COOOIICHHWH JIMYHOTO XapakTepa, MCIONb3YIOMUX 3HAUUTENbHBIE PECypCHI



AIEKTPOHHOMU IOYTHI;

- pacchlIKa peKJIAMHBIX MaTepHaJIOB;

- MOJAMHUCKAa HA pAacChUIKy, y4YacTHe B JUCKYCCHAX W TMOJOOHBIE YCIYyTH, HCHOJIb3YIOLIHE
3HAYUTEIIbHBIE PECYPCHI AICKTPOHHOM ITOYTHI B IMYHBIX IIETISIX;

- IOMCK M YTEHUE COOOLICHWH, HANPABICHHBIX JPYTUM JHIaM (HE3aBUCHMMO OT crocofa ux
XpaHEeHus);

- IepechbUIKa JII0OBIX MaTepHalioB, KaK COOOLICHUH, TaK M NPHUIOKEHUH, CONEpKaHUEe KOTOPBIX
SBIISICTCS TPOTHBO3aKOHHBIM, HEMPUCTONHBIM, 3JIOHAMEPEHHBIM, OCKOPOUTEILHBIM, YTPOXKAIOIINM,
KJIEBETHUYECKUM, 3JI00HBIM HIIH CIIOCOOCTBYET IOBEICHHUIO, KOTOPOE MOXKET paccMaTpHBATHCS Kak
YrOJIOBHOE TPECTYIUICHWE WJIM aJMHHHUCTPATUBHBIA MNPOCTYNOK JHOO NPUBOAUT K BO3HUKHOBEHHIO
IPa’kAaHCKO-TIPAaBOBOM OTBETCTBEHHOCTH, OECIIOPSIIKOB MIIM IIPOTUBOPEUUT CTAHIApTaM B 00JIACTH STHKH.

6.33. OObeMm mepechIaeMoOro COOOIIEHHS IO AJIEKTPOHHOW IOYTE HE JIOJDKEH MNpPEBbINIATh 2
Mobaiirt.

6.34. Bcee MIOJIb30BATENH JIOJDKHBI OBITH OCBEIOMIICHBI O CBOEH O0SI3aHHOCTH COOOIIATh
00 M3BECTHBIX WJIM MTO/I03PEBAEMBIX MU HAPYILICHUAX WH(POPMAIOHHOH 0€30MacHOCTH, a TAKXKE JOJDKHBI
ObITh TIPOMH(OPMHUPOBAHBI O TOM, YTO HU NPU KAKUX OOCTOSTENCTBAX OHMU HE JOJDKHBI IBITATHCS
UCIIOJIb30BATh CTABIINE UM W3BECTHBIMU CIIa0ble CTOPOHBI CHCTEMBI OE€30ITaCHOCTH.

6.35. B  cmywyae Kpaku NEpEHOCHOTO KOMITBIOTEpa CJIEAyeT HEe3aMeIIUTEIHHO COOOIIUTH
agmuHuctparopy JIBC.

6.36. Ecnmu  uMeeTcs moOmO3peHHME WM BBIABICHO HAIWYME BHUPYCOB WM HMHBIX
Pa3pyIIUTENHHBIX KOMITBIOTEPHBIX KOJOB, TO Cpa3y MOCIIE UX OOHAPYKEHHs COTPYJHHUK 00s13aH:

-npouHpopMHupoBaTh aaMuHUcTparopa JIBC;

- HE MOJIb30BaThCS M HE BHIKIIIOYATH 3aPayKCHHBIH KOMIIBIOTED;

-HE TIOJICOEIMHATH 3TOT KOMIIBIOTEP K KOMITBIOTEPHOI CETH IIKOJIBI IO TEX MOp, MOKa Ha HEM HE
OyzeT NpOM3BEAECHO YyjAaJleHHE OOHAPYKEHHOTO BHpyca M TIOJHOE AHTUBUPYCHOE CKaHHPOBaHUE
agmunuctpatopom JIBC.

6.37. KoupuneHumanbHble BCTpeun (3acelanus) JOJDKHBI MPOXOIUTh TOJIBKO B 3alMIIEHHBIX

TEXHUYECKMMHU CpeACTBaMU MH()OPMAIIMOHHON 6€3011aCHOCTH OMEIIEHUSX.

6.38. IlepeueHr  NOMEIIEHHH C TEXHMYECKMMH CPEICTBAMH MH(POPMAIMOHHON O€30MacHOCTH
yTBEP)KJaeTCsl Ha4YaJIbHUKOM LIKOJIBI.

6.39. VuacTHMKam 3acelaHWii 3ampemaeTcs BXOAWTh B IOMEIICHUS C  3aMUCHIBAIOIIECH
ayauo/BUje0 ammapaTypol, ¢oroanmaparamu, paauoTeneoHaMd U MOOWIBHBIMHM TenegoHamu Oe3
IpEeIBApUTENILHOTO corylacoBaHus ¢ aamMuHucTpaTopom JIBC.

6.40. Aymuo/Buneo 3amuch, (oTorpagupoBaHME BO BpeMs KOH(UACHIHMAIBHBIX 3aceIaHuit
MOYET BECTH TOJBKO COTPYIHMK IIKOJbI, KOTOPBI OTBEYAET 3a MOJATOTOBKY 3aCe/IaHus, MOCIe MOMYyYEeHUs
MICHMEHHOTO Pa3pelIeHus] pyKOBOIUTEIS TPYIIIBI OPTaHU3AIIUH BCTPEUH.

6.41. Jloctyn YYaCTHUKOB KOH(HIEHIMAIBHOIO 3acelaHusl B TIOMEIIEHHE [UIi €ro
NIPOBE/ICHUS OCYIIECTBISIETCS HA OCHOBAaHUH YTBEP)KIICHHOTO TIEPEUHSs, KOHTPOJIb 32 KOTOPBIM BEJIET JIHIIO,
OTBEYAIOIIIEE 32 OPTraHU3aLNI0 BCTPEUH.

6.42. Corpyauukam IIKOJIBI 3AMPEIAETCS:

- HapymaTh HHPOPMAIMOHHYIO OE30MTaCHOCTH M pa0OTy CETH IIKOJIBI;

- CKaHUPOBATh MOPTHI MIIM CUCTEMY 0€30I1aCHOCTH;

- KOHTPOJIMPOBATH PA0OTY CETH C MIEPEXBATOM JIaHHBIX;

- TOJIy4aTh JIOCTYN K KOMIBIOTEPY, CETH WM YUETHOH 3alMCH B 00XO/ CHCTEMBI MICHTH(QUKAIIHN
NI0JI30BATENSI WM OE30MaCHOCTH;

- WCHOJB30BaTh JIIOObIE MPOTpaMMBbl, CKPUITHI, KOMaH/bl MM IepelaBaTh COOOLICHUS C LIEbIO
BMEIIATHCSI B pa0OTY UM OTKIIIOUUTH MOJIb30BATENS] OKOHEYHOT'O YCTPOMCTBA;

- mepenaBaTh MH(OPMALMIO O COTPYAHUKAX WM CIIMCKU COTPYAHHKOB IIKOJIBI IOCTOPOHHUM
JHLAM;

- C03/1aBaTh, OOHOBJIATH WM PACIPOCTPAHITH KOMIIBIOTEPHBIE BUPYCHI U IPOUUE Pa3pYIIUTEIBHOE



nporpaMMHoOe oOecrieueHue.

6.43.0TBETCTBEHHOCTH 32 COXPAHHOCTH JAHHBIX Ha CTAllMOHAPHBIX U MOPTATUBHBIX MEPCOHATBHBIX
KOMIIBIOTEpAX JIEKUT Ha M10JIb30BaTENAX.

6.44. Heo6x0auMO pErysspHO JeIaTh PE3EPBHBIE KOIMMU BCEX OCHOBHBIX CIIY)KEOHBIX JAHHBIX U

MIPOrpaMMHOTO 00€CTICUCHUS.

6.45. Tonbko agmMuauctpaTop JIBC Ha ocHOBaHMU 3asIBOK PYKOBOJUTENEH MOApa3ACICHUM
MOYET CO3/1aBaTh U YAAJIATh COBMECTHO UCIIOJIb3yEeMbIE CETEBBIE PECYPCHI U MaNKU OOLIETO MOIb30BaHMS,
a TaKKe YIpaBIsATh HOJTHOMOYMSIMH JIOCTYIA K HUM.

6.46. CorpyaHuKkM HMEKOT PABO CO3/1aBaTh, MOAU(DULIMPOBATE M yAAIATH (DAMIbI U AUPEKTOPHU
B COBMECTHO HCIIOJIb3YEMBIX CETEBBIX PECypcax TOJBKO HA TEX y4acTKaX, KOTOPHIE BbIAEIEHBI JINYHO IS
HUX, U UX pab04HX TPYII WIH K KOTOPHIM OHU UMEIOT CAHKIIMOHUPOBAHHBIHN TOCTYII.

6.47. Bce 3ajdBKM Ha NPOBEJEHUE TEXHUYECKOTO OOCIY)KHBAHHMSA KOMIIBIOTEPOB OJDKHBI
HanpaBAThCsA aamMuHucTparopy JIBC.

6.48.Bce omepanuoHHbIE MPOUEAYPHl M MPOIEIyphl BHECEHUS M3MEHEHHH B WH(OPMALMOHHBIC
CUCTEMBI M CEPBUCHI JJOJIKHBI OBITH JOKYMEHTHPOBAHBI, M COITIACOBAHHBI ¢ aqMuHucTparopom JIBC.

7. Yupasiienue HH(GOPMAIMOHHOI (€30IIACHOCTHIO

7.1  Vupapnenue Wb mKobl BKIIOYAET B ceOs:

-pa3pabOTKy © TOJJCpKAHUE B aKTyalIbHOM COCTOSHUM [lomuTuku  wH()OpPMAIMOHHON’
0€30I1aCHOCTH;

-pa3paboOTKy M TOJJICPKAHUE B aKTYaJIbHOM COCTOSSHUU HOPMAaTUBHO-METOIAMYECKHX JOKYMEHTOB
o obecneuenuio b ;

-o0ecrieueHue Oecriepe0oitHOro (QYHKIIMOHHPOBAHUS KoMILiekca cpenacts Ub;

-OCYIIECTBICHUE KOHTPOJISI (MOHUTOPHHTA) PyHKIIMOHUpOBaHus cuctemsl Ub;

-OLIEHKY PUCKOB, CBSI3aHHBIX C HapymeHusmu 1b.

8. Peasiu3auusi NOJIMTHKH MH(OPMALMOHHOI G€30NaCHOCTH
8.1. Peamuzaums Ilomutukn Wb mkonabsl ocymiecTBiasieTcs Ha OCHOBAaHMM —JOKYMEHTOB,

pernaMeHTHPYIOIIMX OTAEIbHBIE MPOLEAYypbl W Ipolecchl Npo(ecCHOHATBbHOU JAEATEIbHOCTH B
YIIPaBJICHUH.

9. Ilopsinok BHeceHHs] M3BMEHEHUI U JOMOJTHEHHUH B OJUTHKY HHGOPMAIHOHHOMI
0e3onacHoCTH
9.1. Buecenue u3MeHeHuid u jomnonHeHuid B IlonmuTuky mHGOpPMALMOHHOM 6€30MacHOCTH

NIPOM3BOJIUTCSI HE PEXKE OJHOTO paza B TPH TOJa C IETBI0 MPHUBEICHUS B COOTBETCTBHE OIPEICICHHBIX
[TonmuTHKON 3alIUTHBIX MEP pPEaNbHbIM >KU3HEHHBIM YCIOBHSIM M TEKYIIUM TpeOOBaHHUIM K 3alluTe
UHpOpMaLIUH.

10.KoHTpoOJb 32 CO0/TI0leHHEeM NMOJTUTUKY HH(POPMALIMOHHON 0€30MACHOCTH

10.1. Texymmii KOHTPOJIb 32  COOJNIOACHHWEM  BBINOJMHEHHA TpeboBanuil  I[lonmuTuku
UHPOPMAIIMOHHON 0€30TMacCHOCTH MIKOJIBI BO3JIaraeTcsi Ha COTPYAHHMKA, HA3HAYEHHOTO MPHKA30M IITKOJIBI
o0Opa3oBaHusl.

10.2. Havanphuk  mKosisl 00pa3oBaHUs HA PETYISIPHONW OCHOBE PACCMATPUBAET PEATH3ALMUIO U
coOiofieHre OTAeNbHbIX mnosnokeHuil Ilooutuku wHpOpMaAnMOHHON  0E30MAaCHOCTH, a TaKXke
OCYIIECTBIISCT MOCIEAYIOMNI KOHTPOIIb 3a COOTIOICHNEM €€ TpeOOBaHHH.
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